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SPEAKER TRANSCRIPTION 

John Ferguson Okay everyone.  We’re gonna get started here in one minute.  
[Pause].  Okay, hello everyone.  My name is John Ferguson.  I’m 
an attorney here at Husch Blackwell.  I’m part of the Healthcare 
Group and I focus on providing legal guidance – ah – regarding 
digital health including the sharing of protected health information, 
the use and implementation of healthcare technology and 
telemedicine.  We’re – ah – very excited here to be talking with 
you today about some of the legal risks around the electronic 
health record and approaches to mitigating these risks. 

Before we begin, I just wanta start by covering a few 
housekeeping items.  At the bottom of your audience console are 
multiple application icons for your use during the program.  If you 
have any technical difficulties, please click on the help icon – it is 
a question mark and covers common technical issues. 

If you have any questions during the webcast, please use the 
Q&A box to submit your question and we’ll try to answer 
questions during the webcast today.  If a fuller answer is needed 
or we run out of time, those questions will be answered later via 
email. 

A copy of today’s slide deck and additional materials are available 
in the Resource List icon that looks like a green folder at the 
bottom of your screen. 

This program is currently approved for Illinois, Iowa, Missouri, 
Nebraska, Tennessee and Texas CLE credits.  Colorado credit is 
pending. 
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A recording of the webcast will be available tomorrow for watching 
and sharing.  Once available a link to the recording will be 
emailed to you along with a Certificate of Attendance. 

So joining me today is my colleague, David Solberg.  David also 
works in the Healthcare Group and he advises on compliance with 
HIPAA, EMTLA and provider licensure issues. 

We’re here today to talk about the legal implications arising out of 
the implementation and use of a lot of electronic health records or 
EHRs.  EHRs are great tools and have shown potential to improve 
patient health and safety and allow healthcare providers to collect 
vast amounts of information on a single patient with just a click of 
the button.  But as any new tool in technology, they take some 
getting used to and create some bumps along the way. 

Today we’re gonna talk about five general legal topics related to 
the use of the EHRs.  These include data privacy issues, such as 
data breaches and unauthorized access; the problems associated 
with the implementation of an EHR system and potential 
interoperability issues; medical errors that may result from 
reliance on EHRs; and subsequently, how use of the EHRs may 
lead to medical malpractice claims; and finally, an exposure to 
potential fraud in claims under the Anti-Kickback Start and False 
Claims Statutes. 

Now, David’s gonna kick us off with data privacy issues. 

David Solberg Thanks John.  First – ah – address the vulnerability of protected 
health information and EHRs to data breaches and unauthorized 
access.  Um – massive data breaches have occurred in numerous 
industries over the course of the last couple years with seem to 
have um – drawn the attention of the press and of um – the 
nation.  Such names as Target, Home Depot, Sony, and JP 
Morgan Chase are just a few companies that have suffered ah – 
cyber attacks.  These ah – data breaches um – or I should say 
well – the frequency of cyber attacks has risen in multiple 
industries.  Healthcare providers have suffered un- -- unparalleled 
increase in attacks. 

So a study published by the Journal of American Medical 
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Association last year found through their valuation of un- online 
database maintained by the U.S. Department of Health and 
Human Services describing data breaches by HIPAA-covered 
entities ah – sometimes referred to as the wall of shame that data 
breaches have increased during the past decade. 

According to the report, roughly a thousand breaches affecting 
29 million medical records have occurred ah – between the years 
2010 and 2013.  The study also found that two-thirds of the 
breaches were made via electronic media, including via laptops, 
tablets, um – and other portable electronic devices. 

The security firm Websense reported in 2014 that it had seen a 
600% increase in cyber attacks on hospitals from the previous 
year.  It predicted also that the number of attacks on hospitals 
would increase even more so in 2015 and ah – such prediction 
was shared by the magazine MIT Technology Review which 
called ah – predicted 2015 to be the “year of the hospital hack.”  
In looking back on last year, it looks like such predictions were 
correct. 

So EHR data breaches have more than doubled since 2014, 
according to an American Action Forum report and more than 94 
million EHRs have been compromised, costing providers an 
estimated $50 billion.  As one notable example from last year of 
compromised EHR data in July of that year UCLA Health 
announced that it may have allowed for the unauthorized access 
to personal and medical information of up to 4.5 million patients.  
Now while investigations determined that hackers have gained 
access to ah – parts of ah – UCLA Health’s computer networks 
where patient information was stored, they were unable to verify 
that this information um – had been used but ah – it still was a – a 
clear data breach and HIPAA violation. 

So why are healthcare entities more prone to cyber attacks?  
They’re especially vulnerable in large part because of the 
adoption of EHRs.  And as with any online digital format, the 
danger of a data breach exists with the use of EHRs.  Additionally, 
the profitability of protected health information is considerably 
higher than that of other types of confidential information.  Stolen 
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medical records can be sold for approximately $10 per record 
which is ten to twenty times that of a stolen credit card. 

Not only is medical information incredibly valuable, it also 
frequently lacks adequate security safeguards.  The CEO of 
Websense, a security company, commented that medical 
information is dumped in the Cloud through the use of EHRs and 
then accessed by doctors who “don’t have the first clue about 
security.” 

So given the increased risk to a data breach by the use of EHRs, 
how should a provider bolster the security and privacy of 
protected health information stored in its EHR system. 

Iron Mountain, an information management services company, 
proposes six ways to increase the security and privacy of EHRs.  
First is to enhance administrative controls.  Now, this would 
include um – updated policies and procedures regarding the use 
of protection and disclosure of protected health information.  The 
health entity should also provide a mandatory privacy and training 
process for its employees to um – increase the likelihood that 
those policies are actually followed – the entity should identify 
work station usage through um – the setting of privacy filters – ah 
– at work stations and distinguishing the capabilities of different 
work stations – um – depending on what may be appropriate ah – 
to be accessed at each station. 

The provider should monitor physical and system access – ah – to 
insure that identification requirements are in place for all system 
users and providing automatic software shutdown routines.  
Providers should audit and monitor systems users – ah – identify 
weaknesses in the EHR system as well as detecting security 
breaches or risk to security breaches and punishing – um – 
employees who may have violated compliance guidelines.  
Providers should employ a device and medial controls which 
would ah – include ah – the creation of a security plan for data 
disposal and storage of health information on employees’ 
personal devices and lastly the company should apply data 
encryption for electronic medical records. 
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So, a second challenge of using EHRs is the implementation of 
the EHR system and subsequently interoperability challenges.  
U.S. Department of Health and Human Services recommends that 
providers carry out the following six steps when implementing an 
EHR system.  First, is assessing a healthcare provider’s 
readiness for using an EHR system.  Assessment should 
consider, among other things, looking at and analyzing the current 
state of the practice and – ah – asking questions such as whether 
clinical workflows currently are efficient; whether data collection 
and – ah – reporting processes are well-established; whether staff 
members are computer literate; among other considerations.  The 
– ah – practice should set goals that it closely monitors regarding 
the implementation process that can be quantified and followed. 

Um, second, a practice needs to plan its approach for 
transitioning from paper records to EHRs and appoint someone to 
manage that transition.  Additionally, the organization needs to 
understand what data elements need to be migrated from the old 
recording system to the new one.  Um, for example, maybe 
patient demographics. 

Third, the company needs to select the appropriate EHR system 
considering its goals and capabilities and – ah – the services that 
the provider forms.  Um, many providers consider vendors that 
are best suited.  For example, ambulatory care do differ from 
those that work best for in-patient settings.  And that’s just one 
example of a distinction in differing types of providers – ah – and 
how that may affect the possible EHR system to be used.  Factors 
that also may be worth considering um – when deciding on the 
correct EHR vendor for provider are:  is the server options offered 
by the vendor and the vendor’s stability and market presence in 
the region. 

Next, the EHR system must be implemented and associated 
activities carried out ah – includes such steps as training, 
Mocolive, pilot testing.  Um – the provider will then likely be to 
achieve the ample use – financial incentive to use EHR 
technology certified; EHR technology to achieve health and 
efficiency goals.  While CMS is acting administrator said ah – 
relatively recently that CMS plans to revise the rules of the 
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[inaudible] program, something probably worth following, it still 
serves as a major incentive for implementation at EHRs. 

Finally, the organization should speak for continuous quality 
improvement which ah – requires evaluating organization goals 
and improving workflows that achieves such goals through the 
most efficient use of EHRs.  While many providers implementing 
an EHR will be prepared and have the resources available to – ah 
– successfully go through implementation, following up and going 
through a body improvement – ah – in the months thereafter is an 
important step ta carry out. 

So further explaining – um – the step specifically of 
implementation – I already mentioned training, as well as the 
Mocolive and the pilot testing but also wanta quickly note that part 
of that process [inaudible] migration plans and ah – privacy and 
security risk management mitigation plans need to be in place.  
Also, ah – going live requires additional staff, including technical 
experts along with experienced physicians and ah – nurses to 
support that clinical staff.   

So, what is interoperability?  As you can see here, um – it’s 
according to the Institute of Electrical and Electronic Engineers 
um – defined as “the ability of a system or product to work with 
other systems or products without special effort on the part of a 
customer.  Interoperability is made possible by the implementation 
of standards.”  So, when in the context of EHRs, interoperability is 
the ability of different EHR systems to communicate, exchange 
data and ah – use information that has been exchanged.  And the 
lack of interoperability is a major issue that is confronting 
providers, um – that are using EHRs.  It may result in, among 
other issues, the inability to share details about care provided to a 
patient in a hospital with subsequent providers ah – or values in a 
lab report appearing in the wrong session or missing or 
indecipherable fields in an EHR. 

By the year 2024 the Department of Health and Human Services 
want interoperability between different EHR systems to be a 
common capability and it appeared that patients have seemed 
desirable overall.  According to a survey conducted by Software 
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Advice, 46% of patients want their physicians to directly exchange 
health records while only 21% prefer in-person delivery.  Also, 
interestingly enough, according to the American Hospital 
Association in 2015, only 40% of hospitals can use the health 
information that they received from other providers’ parent EHRs 
um – meaning that the records are integrated into the hospital’s 
EHR without the need for manual entry.  So clearly there needs to 
be improvement in interoperability to maximize the benefits to 
healthcare through sharing of EHR data, especially as we get into 
um – population health and the importance of that from a ah – a 
regulatory and ah – financial standpoint in healthcare. 

So, here I have listed some of the primary challenges to 
establishing EHR interoperability.  One is prohibitively high data 
exchange fees.  Some vendors reported charging up to $50,000, 
um – to enable the status transfers to allow in such a situation it 
may be – interoperability may be a capability – it may not be 
practical.  Um, another is the lack of incentives to develop 
interoperability.  According to a study conducted by Chilmark 
Research, vendors do not have adequate incentives to make EHR 
interoperability a standard capability. 

Accurately matching patient records is another big issue as 
different EHR systems may use differing demographic information 
to match individuals to their health records.  So patients may 
share the same names or ages or dates of birth causing the ah – 
system to inaccurately match individuals to their health records 
when shared with a different system. 

Lack of governance and trust among entities is a prevalent issue 
as this needs to exist to support interoperability through aligned 
organizational policies, um – an agreement. 

And then lastly, state privacy regulations vary considerably from 
state to state and create obstacles when exchanging medical 
records across state lines.  I wanna note here that it’s easy to 
blame EHR vendors for the lack of EHR interoperability; however, 
[inaudible] placing the blame, or burden on them is likely unfair, 
they ah – you know, they build what customers want to buy and 
they were not originally created as open systems nor were they 
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intended to.  Um, they were, you know, intended to design – I 
should say – to establish coordinated patient care within four walls 
of the hospital.  And while these vendors obviously played a 
central role in establishing EHR interoperability, so do changes to 
physician workflows and ah – new models of care.   

It’s also worth noting that in October of last year, a broad group of 
EHR stakeholders, including Cerner, Epix, GE Healthcare, 
[inaudible] and others agreed to objective measures of 
interoperability and ongoing reporting of such.  They agreed to 
have an independent entity publish transparent measures of 
health information exchange and according to a news brief 
published by KLAS Research “Vendors and providers willingly 
committed to go arm-in-arm to work closely with Washington to 
help alleviate interoperability measurement burden faced by the 
government.”  So it will definitely interesting to see whether such a 
partnership will produce any changes or improvements to 
interoperability – a challenge that the government has invested 
billions of dollars into and ah – has complained or lamented of the 
lack of support among the EHR vendors. 

A third category of challenges that arrived from using EHRs is the 
potential of medical errors from reliance on EHRs.  According to a 
report by the American College of Emergency Physicians, 
reliance on EHR systems can lead to problems with physician 
decision-making, physician workflow, communication and 
ultimately the overall quality and care of patient safety. 

I’ll provide ah – two brief examples of medical errors that have 
occurred as a result of EHR use and there are ah – a million that 
one can probably, ah, come up with but two just to provide 
examples.  First, a woman’s normal pap smear resulted um – 
result I should say went undetected for four years as the result of 
a usability issue with the provider EHR system.  Due to a default 
setting, the system presented the physician with the patient 
previously normal lab result and the most recent abnormal result 
went unnoticed.  The woman’s cervical cancer advanced and was 
only detected years later when she received treatment for other 
symptoms. 
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As a second example, a patient being treated with the 
anticoagulant, Warfarin, was admitted to the hospital.  Ah – daily 
tests to monitor the patient’s Warfarin dose was ordered via the 
EHR system.  The clinician who ordered the test did not know that 
the EHR system was programmed to interpret a “daily draw” at a 
different time of day than expected and ah – instead of drawing 
blood at 6 a.m. for the test, which is what the clinicians expected 
daily to mean, the blood would be drawn at 4 p.m.  When the 
patient’s blood clotting time or referred to as prothrombin time was 
checked using the EHR system the next day, there was no results 
for that morning nor was there indication that an order for such a 
blood test was pending.  So thus the clinician assumed that such 
a test to get to the order and gave the regularly prescribed dose of 
Warfarin to the patient and ah – reordered the blood test.  Later 
that day, the original daily prothrombin time order was drawn and 
ah – test result showed an elevated prothrombin time value 
indicating bleeding risk.  So, had the patient’s test been performed 
at the time expected by the ordering clinician, the excessive 
Warfarin dosing could have been avoided. 

The ah – American College of Emergency Physicians’ report that I 
previously mentioned sets forth four scenarios in which EHR 
systems can lead to medical errors in the emergency department.  
It’s including ah – communication failures for data displays, wrong 
order for wrong patient mistakes and alert fatigue.  And alert 
fatigue specifically refers to clinicians who become desensitized to 
fig alerts and as a result then may ignore or fail to respond 
appropriately to special warnings.  The same American College of 
Emergency Physicians’ report identifies certain challenges to 
resolving [inaudible] the patient’s safety arriving from EHR, 
including the lack of research and evidence of the problem, the 
absence of a method to systematically allow or encourage users 
to provide feedback about ongoing patient safety issues or 
concerns and contract provisions with EHR vendors that block the 
flow of information about the program’s safety issues. 

The report recommends, among other things, creating a 
performance improvement group appointing a clinician champion 
to oversee the performance, improvement process, establishing a 
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review to monitor ongoing safety issues, possibly addressing 
issues that providers, administration and vendors have identified 
during the review process, distributing vendor patient safety 
improvement and removing the whole harmless and learned 
intermediary clauses from vendor contracts.  With respect to this 
recommendation, the report claims that EHRs are sufficient 
complex that the physician and other users of the EHR system 
cannot be expected to anticipate unpredictable errors.  And the 
learned intermediary clause provides that for explanation that 
EHR vendor has the [inaudible] duty of care once it provides all 
the necessary information to the physician or whoever is using the 
system. 

Also important to note that considerable evidence shows that 
EHRs tend, when used correctly, improve the ability to diagnose 
disease and reduce the frequency of medical errors.  So while 
clearly there are potential problems that can arise from errors, 
whether it be systematic or whether be one that’s new to the 
system or whether it be one where the user has erred, there are 
also some major, major benefits to patient health and to 
diagnosis, making it easier to consider all of the patient’s 
conditions, providing support for clinical decisions, improving 
communication and classing a patient information – that’s just a 
few of the many benefits that needed to be noted.   

Now I will hand it back over to John to discuss risks of medical 
malpractice claims. 

John Ferguson Yeah, so we thought this topic came naturally after medical errors 
because usually a medical error may lead to a malpractice claim.  
So, unfortunately malpractice claims look at kind of all spectrums 
of the use and implementation of an EHR system.  From the 
actual product itself to the way it was implemented to how you’ve 
been using it.  Generally the biggest problem that the EHRs 
caused for a defendant in a med/mal case is just a large amount 
of data and detailed information that is available to a plaintiff’s 
attorney to use.  Data may include information from other 
healthcare providers, patient-provided information, either through 
a patient portal questionnaire or even a [inaudible].  The EHR 
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created alerts that we talked about, suggested next steps, 
metadata, log and audit trails.  All of this can be used and all of 
this leads to an increase in litigation costs and potentially higher 
settlements.  When looking through case law we found three 
broad categories of issues that are looked at and then mal case 
that focuses on the EHR. 

First is, did the healthcare provider meet the standard of care by 
using all reasonably available information? 

Next is, how was the EHR used?  Was a mistake made?  Was the 
tool used as intended or was the information that was in the 
record misinterpreted? 

And finally, did a technical issue with the EHR system lead to 
patient harm? 

So a case out of Vermont established that a physician can be held 
liable for harm that could have been averted if the physician had 
more carefully studied the patient’s complete medical record.  In 
this case, the doctor failed to diagnose the patient with prostate 
cancer in time for it to be treated and possibly cured.  The court 
found that if the physician had more carefully reviewed prior visit 
notes, the potential for this malady would have been discovered 
and treated earlier.  This was also seen in the last couple of years 
down in Dallas with the Ebola patients.  When a patient first 
presented with the symptoms and it was noted that he had been 
to Liberia, physicians failed to note this, released the patient and a 
few days later patient represented and unfortunately passed 
away.   

So providers are expected to use and review all information that is 
reasonably available.  So the implementation of the EHR systems 
and other technological tools, what is reasonably available now is 
continuously arising.  Patient information flows into the EHR 
system from multiple sources.  There’s the direct electronic 
connections of the provider’s EHRs, help information exchanges, 
patient portals, questionnaires, and now as we discussed 
wearable technology that may constantly be feeding information 
into an electronic health record.  The patient questionnaire is 
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actually creating an interesting issue in that we’re finding the 
results of some questionnaires may actually demonstrate a 
potential patient issue such as depression, substance abuse or 
STDs that the physician that’s actually treating them currently is 
either not trained to notice or is not prepared to address.  We’re 
also seeing, you know, with wearable technology the data that is 
being collected, the accuracy and completeness of this data is 
unknown at this time.  But these results are now all part of the 
medical record.  And if a patient’s injury results from a failure to 
access or make use of available patient information, the 
healthcare provider may be held liable.  The lack of an incomplete 
follow up can create a potential liability and provide clear record 
for the plaintiff’s attorney to follow. 

Next, talk about the use of the EHR system and its relationship to 
med/mal claims.  Certain abilities of [inaudible] can lead to errors 
that result to harm to a patient and notably nonuse of certain 
system abilities may also be relied upon in medical malpractice 
claims.  These include, you know, as we discussed earlier, alert 
fatigue, copy and paste actions and your standard input errors.  
And finally even if everything is done correctly there may be 
interpretation errors made based on information rightfully provided 
within the EHR. 

The first thing as we discussed a little bit earlier, we have the alert 
fatigue.  So physicians have expressed some annoying to the 
alert that EHR systems can generate.  Physicians are either 
annoyed by the pop-ups, kind of like the way we all are with our 
internet browsers and notices on our phone, and quickly dismiss 
them or just set them aside and keep them up.  Or there’s the 
annoy generally that a machine is attempting to guide us with the 
practice of medicine.  Even the pop-ups may provide information 
about certain interactions in drugs that a patient is taking or 
provide individual notices about a patient.  So as physicians either 
dismiss this information quickly or actually alter the system to turn 
the alerts off, this is being logged in accordance within the EHR 
and this would include exactly how much time the alert was on the 
screen which could be seconds if it’s quickly dismissed or hours if 
it’s just pushed to the side and not addressed.  So for example, 
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say you turn off a checkbox in alert that communicates whether a 
patient is alerted to penicillin and instead this is placed in the 
patient notes.  Maybe months later the patient represents to a 
different physician, different nursing staff and is given penicillin 
because the notes weren’t read correctly or completely, leading 
harm to the patient.  A plaintiff will look whether the physician was 
using the system as it was intended and did turning the system 
capability off contribute to the harm suffered by the patient.  If it 
can be shown that the following alert would have prevented an 
adverse patient event, the patient may be found liable for failing to 
follow it.  This can even become a bigger issue because the 
plaintiff may now be able to show the provider knowingly harmed 
the patient.  It is crucial if a notice or alert is dismissed – the 
physician should document why that action was taken. 

Next we have the, you know, the standard copy and paste 
capability that we’re all familiar with.  So a physician may copy 
information from a prior note and paste it into a new note and 
make changes where appropriate.  I think we’ve all seen this done 
in our own practice where you like a certain confidentiality 
language from one contract and you copy and paste it into 
another – hopefully, you know, change the defined party names.  
But this may result in irrelevant over documentation and the 
patient may appear to have more or less complex problems with 
the prior encounter.  And further we’ve actually seen that the 
courts will call into question the value of the record or the amount 
of attention paid to the patient.  For example, there’s a case 
where a patient claimed that inappropriate use of antibiotic 
caused him to require urinalysis.  In reviewing the EHR, the same 
date appear in each of the 3,000 pages of the record.  This 
caused the judge to decide he could not rely on the records and 
this worked against the defendant and the case settled for $10 
million. 

Next you have your standard input errors.  It may arrive typos by 
entering information in the wrong field or even the wrong record or 
EHR automatically making unsuspected conversions that are not 
caught and corrected.  For example, there was a case where a 
nurse entered the patient height at 60 inches but is actually 
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encoded 60 centimeters, or the number 2.5 becomes 25.  This 
was also seen in an Illinois case where an infant was 
administered 60 times the prescribed amount of sodium chloride 
due to a conversion error.  And this is all seen and recorded within 
the electronic record for the plaintiff to use. 

Finally we have the autocomplete and autofill feature that we’re all 
familiar with on our phones.  If you type in a couple of letters, the 
word is guessed or if you type a word that is not recognized by the 
system it will autocorrect into a different word.  After typing this 
and putting these things in, if you don’t go back and notice the 
change that was made, that is now incorrect data entry into an 
electronic record and again recorded for plaintiff to use. 

Finally we have interpretation errors.  These can happen even if 
data has all been entered correctly.  This can be caused by the 
use of templates, do not really apply to the current situation and 
also do not allow for any flexibility and response.  This is seen in 
things like drop down menus, checkboxes, or text boxes that only 
allow for certain codes or text to be entered.  And, you know, 
again, once data is entered this may actually repeat itself 
throughout the record and be relied upon elsewhere. 

Computer assisted documentation you just point and click list, 
drop down menus, autofill templates and can text in order to 
bypass natural language and produce structured progress notes.  
You contain redundant formulate information making it easy to 
overlook significant clinical information that is lost in the vast 
amount of findings.  This may also lead to communication with on 
call and consulting physicians being compromised.  There was a 
case in Illinois where an elderly woman presented to a hospital 
having stabbed herself with a garden fork.  After talking with the 
patient, the nurse clicks on the option for unknown or last five year 
option for the woman’s tetanus shot status and that was the only 
option that generally applied to the patient’s feedback.  But as you 
can probably tell, seeing that the status of a tetanus vaccination is 
either unknown or happened in the last five years can lead to 
multiple interpretations.  The physician interpreted this to mean 
that she did not need a shot and it turns out she actually had 
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never had a tetanus shot and died thereafter. 

But finally technical issues can be used in a med/mal claim.  This 
would include your standard bug, viruses, using outdated system 
versions or failing to install updates and patches to correct known 
errors.  This can maybe become a much bigger issue if the 
healthcare provider was actually provided with notice or an 
opportunity to update or correct the system issues and failed to do 
so.  And again, this may lead to a determination that the provider 
knowingly put the patient at risk. 

Unfortunately, even being diligent about updating your system 
may also lead to patient harm as the update may alter the way in 
which information is delivered on the screen.  A physician may 
look to one area of the screen for information and not realize that 
the information presented in that area is not what the physician is 
looking for.  In cases of technical errors, you’re gonna wanna look 
to the vendor contract ‘cause it may provide for some relief for 
protection, which we’ll discuss further now. 

So any vendor contract will control liability with the parties.  Now 
it’s very important to note the responsibility for the medical care 
for a patient will only lie with the healthcare provider, both 
contractually and through the learned intermediary doctrine that 
we discussed previously.  But you may wanna look for 
responsibilities as it pertains to providing updates, patches and 
notice for the needs for those updates and patches.  And, you 
know, one thing we’ve seen, the notices shouldn’t be done 
through the vendor’s website or on some sort of message board 
that may not be checked all that often.  You wanna make sure 
that notice for them as needed is sent directly to a named person 
that you’ve chosen. 

Finally to help mitigate some of the risks identified in med/mal, 
you wanna implement policies and procedures for the use of 
electronic health record systems and also provide training on 
those policy and procedures and just general training on the youth 
of the system.  This should be done for new employees and on a 
regular basis as new updates are introduced into the system. 
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So now we’re gonna move on into potential exposure to fraud 
claims.  This would happen under – in a Kickback Sess. use Stark 
Law or the False Claims Act.  But generally in a Kickback and 
Stark prohibits receiving remuneration in exchange for patient 
referrals.  A common practice of larger healthcare providers is to 
essentially lease states on their EHR system to other providers.  
This helps with meaningful use program and helps for continuity 
of care of patient that may move from one provider to another.  
Unfortunately, you know, donating the EHR technology to a 
potential referral for us could constitute a remuneration under the 
Anti-Kickback Statute or create financial relations under Stark. 

Both Anti-Kickback and Stark clause allow for either a safe harbor 
or an exception that allows for the donation of software, IT or 
training services, but it must be necessary and used 
predominantly to create, maintain, transmit or receive electronic 
health records.  Further, this technology must include e-
prescribing capabilities through an e-prescribing component or 
ability to interface through any prescribing system. 

To be eligible to do this, you need to make sure that this is done 
on any grounds as long as it’s not based on volume or value of 
referrals or the amount of business generated between the 
parties.  This cannot be conditioned on doing business with the 
donor or the host of the EHR and no requirement of the 
technology be provided permitted recipients contemporaneously. 

So the type of technology that may be included is the integrated 
software packaging as long as the EHR function is the 
predominate part of the package and a lot of these systems 
include multiple parts and potentially multiple vendors that make 
up the EHR package so that the EHR function has to be the 
predominant piece.  You can also provide maintenance and help 
desk services for issues with that EHR system and obviously the 
right IP related to EHR software.  And if there are connectivity 
issues, can also be provided by the host of the EHR system. 

So kind of touching back on a topic we talked about – 
interoperability.  As a host of the EHR system, you have to make 
sure the software is able to communicate, exchange data 
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accurately, effectively, securely and consistently with different IT 
systems.  The software must be able to exchange data for 
[inaudible] clinical and operational purposes and meanings of data 
are preserved and not altered, and the software may not limit or 
restrict the compatibility or interoperability with any other technical 
system.  So should not limit the user of the EHR system from 
being able to communicate with any other IT system beyond the 
system they’re actually using.   

So there is a cost associated with this.  The recipient must pay for 
up front 15% of the donor’s cost for the donated items and 
services.  Updates, upgrades and modifications are not included 
in the purchase price for the host but are included in the costs.  
Some healthcare providers actually have a strong IT department 
that will develop their own EHR type software.  It’s harder to 
determine what the cost for this would be as there isn’t a monthly 
invoice coming but this must be determined through reasonable 
and verifiable methods, possibly through a third party consultant. 

Finally, the file needs to be documented in a written agreement 
and signed by both parties and specifically covers all items and 
services provided.  One thing to consider – other things to 
consider as you move through these agreements would be the 
relationship between the parties beyond just the use of the EHR.  
As use of data and data aggregation services, predicted 
modeling, data analytics develop, it may be tempting for the host 
of the EHR system to want to be able to use possibly a big pool of 
data.  It’s very important that these conversations are had at the 
front of negotiations and that the relationship is certainly valued as 
you move forward.  Some agreements may have already been 
signed and there could be a little bit of leeway within the written 
document to allow for this but it may not be best for the 
relationship.  Now it’s important to note that if there are different 
services, you may need to find a new or additional safe harbor or 
exception within the fraud and abuse laws and also obviously be 
wary of any HIPAA or state privacy regulations. 

Finally, talk about the False Claims Act.  This generally imposes 
liability on companies who defraud government programs.  Back 
in 2012 the Attorney General’s Office issued a letter expressing its 
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concern over abuse through the use of the EHR systems.  A 
provider basically being able to use the technology to kind of play 
games with the system and obtain payments that they were not 
actually entitled to.  This was kind of further supported by 
statistics that showed that the use of office visit codes that 
provided the lowest reimbursement declined dramatically while 
use of the second highest billing code for an office visit increased 
by 15%.  So to try and avoid those types of issues, it’s really 
important for the healthcare provider to develop a compliance 
plan and discuss fraud issues with your EHR vendor.  Some 
systems will actually auto code based on symptoms that are 
entered into the record.  You need to make sure you talk with your 
EHR vendor about the ability to edit those codes, see those codes 
when they’re developed, and then also develop an internal audit 
plan to have some checks and balance there.  And finally you’re 
gonna wanna educate physicians and all their EHR users about 
these types of risks. 

Finally, just mentioning a case here that came out this month that 
found that a security breach is not a violation of the False Claims 
Act.  So, it was – Kettering was accused of falsely certifying 
compliance with HITECH [inaudible] objective based on a breach 
of their protective health information.  The court ruled that the act 
in implementing regulations require providers to maintain 
appropriate security protocols but not to prevent every possible 
data breach.  In fact it’s down to HITECH and HIPAA incorporate 
by reference and requires provider to respond appropriately to 
breaches and is actually therefore contemplating the occasional 
breach.  And therefore the court concluded that Kettering’s 
attestation of compliance with the HITECH Act is not rendered 
false by virtue of an individual breach. 

So that actually concludes our presentation at this point.  We’ll 
open the floor to any questions that anybody has. 

Alright, so it doesn’t look like we have any questions today but 
please don’t hesitate to reach out to David or myself if you have 
any follow up questions at any point.  I think our contact 
information is found within the presentation.  So thanks very much 
for joining us today.  We hope the information provided was 



© 2016 Husch Blackwell LLP. All Rights Reserved. Page 19 of 19  

SPEAKER TRANSCRIPTION 

helpful for you and your organization.  If you haven’t already, 
please click on the survey icon at the bottom of your screen to 
complete our short survey.  Your feedback will assist us in 
providing quality future programs.  And as a reminder, this 
program is currently approved for Illinois, Iowa, Missouri, 
Nebraska, Tennessee and Texas CLE credits with Colorado 
pending.  Our recording of the West TAS will be available 
tomorrow for watching and sharing.  Once available, our link to 
the recording will be emailed to you along with a Certificate of 
Attendance.  Please make sure you join us for our next webinar 
on Tuesday, May 17th, dealing with basic considerations for 
forming and operating a captive insurance company.  This 
concludes the webinar.  Thank you. 

 


